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AUDITORS ASSESSMENT
Role Name The security assessment of Tessera's Token and
Referral Solana programs revealed multiple
Lead Auditor ~ Robert Reith (robert@accretion.xyz) access control and logic issues requiring attention.
We identified 30 security findings: 9 medium, 11
Auditor Niklas Brymko (niklas@accretion.xyz) low, and 10 informational. No critical or
high-severity vulnerabilities were found, and the
Auditor David Ratiney (david@accretion.xyz) team addressed the majority of findings, fixing 17
issues across all severity levels.
Auditor J4x (contact@accretion.xyz)
CLIENT CODE ASSESSMENT

The code implemented a comprehensive referral
system with tiered fees and token management

X , ; ) functionality using the Anchor framework.
companies on-chain. They hired Accretion to However, the access control model had several
conduct a secunt_y assessment of ther token gaps, particularly around admin privilege

program and their referral program. management and multisig compatibility. The
documentation was noted as redundant and could
benefit from consolidation.

Tessera (https://www.tessera.pe/) is building a
way to issue tokens for and trade private
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admin privileges after removal, admins couldn't

@ Review Fixes manage_other admin;,_ an_d several i_n_struction;_
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without proper FeeManagerConfig initialization.
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ENGAGEMENT SCOPE

The scope of this security assessment was a full review of the following items:

Item 1: Tessera Referral System

Link: https://github.com/tessera-lab/tessera-on-solana

Commit: 7cleeala

Program ID: HIAAmhg5viZhiPHsJg2rEo2B5L2TNNNkwDi6AzCT9eD4
Audit Result:

e Audited Commit: b2bb96b0741954252754ca64e5d497790367193a

* Build Hash: unverified

« Status: unverified

* Comment: not verified

Item 2: Tessera Token Program

Link: https://github.com/tessera-lab/tessera-on-solana

Commit: 7cleeala

Program ID: TESQvVSR4TmYxiroPPQgZpVRoSFG8pru4fsYr67ivekf
Audit Result:

e Audited Commit: b2bb96b0741954252754ca64e5d497790367193a

e Build Hash: unverified

« Status: unverified

*« Comment: not verified
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ISSUES SUMMARY

ID TITLE SEVERITY STATUS
ACC-M1 ‘WriteTokenMetadata’ IX will never work
ACC-M2 Transfer fees won't work without "FeeManagerConfig®
ACC-M3 ‘vyithdrawal_threshold‘ can be bypassed by batching
withdrawals
ACC-M4 ‘auth(_)rity‘ won'.t pe able to call "AdminCreateReferralCode’
once it's a multisig
ACC-M5 Old authority maintains admin privileges after being removed
ACC-M6 Admin can not add/remove other admins
ACC-M7 “authority” lacks privileges in edge case
ACC-M8 User can be re-registered breaking immutable referral chain
ACC-M9 Missing Referrer Registration Check
ACC-L1 Token creation won't work for multisigs Low
ACC-L2 Transfer fee config can bg changed without using the o0
“UpdateTransferFeeConfig™ IX
ACC-L3 Some referral codes will revert due to not being serialisable Low
ACC-L4 Missing check for “TierlFee >= Tier2Fee >= Tier3Fee’
ACC-L5 ‘referral_code_owner” will be registered twice in some cases Low
ACC-L6 Rent paid by user goes to admin in case of admin close Low
ACC-L7 Incorrect Closure of Accounts Low
ACC-L8 Program Logs May Be Truncated
ACC-L9 TesseraToken ProgramConfig frontrun Low
ACC-L10 Fee config snapshots current fee tiers. Low
ACC-L11 Frontruning of Referral Program Initialization.
ACC-I1 Incorrect check for set metadata
ACC-12 Both documentations are bloated and include the same
content 2-4x
ACC-I13 Incorrect documentation of “update_fee_manager’
ACC-14 Incorrect decimals enforced on mint
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ACC-I5

ACC-I6

ACC-I7

ACC-I8

ACC-19

ACC-I10

Mint creation can be DOSd

Oversized "SenderFeeConfig" leads to unnecessary rent
cost

Admin may close a referral code and user may reinitialize it

Referrer tier list can be overwritten and contains double
record

Modification after Validation in Create Referral Code

FeeManager ATA is not owner validated

INFO

INFO

INFO

INFO

INFO

INFO

WONTFIX
WONTFIX
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DETAILED ISSUES

ACC-M1 WriteTokenMetadata' IX will never work

Description

The write token netadat a function will allow users to initialize the metadata of their token into their mint. The
function will callthe i niti al i ze token_net adat a IX on behalf of the user.

let metadata_ix = initialize_token_netadata(
&ct x. account s. t oken_2022_program key(),
&ct x. account s. m nt . key(),
&ct x. account s. aut hority. key(),
&ct x. account s. m nt. key(),
&ct x. account s. aut hority. key(),
namne. cl one(),
synbol . cl one(),
uri.clone(),

)

i nvoke(
&nmet adat a_i x,
&
ctx.accounts. mnt.to_account _info(),
ctx.accounts. authority.to_account_info(),

I

)2

This instruction will automatically reallocate the account to the needed size and write the metadata into it.

al l oc_and_serialize_variabl e_| en_extension::<PodM nt, _>(
met adat a_i nf o,
&t oken_net adat a,

fal se,
)2

This will not automatically update the rent to the required amount. The tessera token program tries to calculate this
increase and add the additional lamports needed.

| et nmetadata_space = STRI NG _LENGTH_SI ZE
. checked_add(nane. |l en())
.and_t hen(|s| s.checked_add(STRI NG LENGTH_SI ZE))
.and_t hen(|s| s.checked_add(synbol.len()))
.and_t hen(|s| s.checked_add(STRI NG LENGTH_SI ZE))
.and_then(|s| s.checked_add(uri.len()))
.and_then(|s| s.checked_add( METADATA OVERHEAD) )
. ok_or (ErrorCode: : I nval i dM nt Space) ?;

S
S
S
S

l et current_size = ctx.accounts.mnt.data_|en();
| et new size = current_size

. checked_add( net adat a_space)

. ok_or (ErrorCode: : I nvali dM nt Space) ?;

However, this calculation is incorrect. The overhead that is added is of the following format:

| Field | Size (bytes) | Description | | | | | | Extension
Header | 4 | 2 bytes (Type) + 2 bytes (Length) | | Update Authority | 32 | OptionalNonZeroPubkey (exactly 32 bytes) | |
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Mint | 32 | Pubkey (exactly 32 bytes) | | Additional Metadata Count | 4 | Vec length prefix (u32) |

As a result, the IX will transfer an insufficient amount of rent to the mint, causing it to fail as the account was resized
but does not have enough rent afterwards.

Location

https://qgithub.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/tesse
ra-token/src/instructions/metadata.rs#L49-L63

Relevant Code
S

Mitigation Suggestion

We recommend accounting for the correct overhead by changing VETADATA_ OVERHEAD to 72.

| et metadata_space = 4 + 32 + 32 + 4 + nane.len() + 4 + synbol.len() + 4 + uri.len() + 4;

Remediation

Fixed in commit 73d59a8b643c81a32ad4bc09160a6bae3a9eea74 by adding changing VETADATA OVERHEAD to
72.
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https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/metadata.rs#L49-L63
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/metadata.rs#L49-L63

Transfer fees won't work without
FIXED
ACC-M2 "FeeManagerConfig’ = ]

Description

Throughout the documentation, it is stated multiple times that the FeeManager Conf i g is an optional account, and
that if it isn't initialised, fee withdrawals will still work.

### FeeManager Config (Optional Program Level PDA)

**Pur pose**:

- Optional configuration for automated fee collection
- Defines who can wit hdraw fees

- Sets mninmumthreshold for withdrawal s

**Note**: |If not created, fees can still be w thdrawn using native Token-2022 w t hdraw aut hority.

However, this is untrue. On initialization, the wi t hdr aw_wi t hhel d_aut hori ty is set to a program-derived PDA. So
this PDA is the only way to withdraw fees.

let (fee_authority_pda, _fee_authority_bunp) = Pubkey::find_program address(
& FEE_AUTHORI TY_SEED, ctx.accounts.mnt.key().as_ref()],
&crate:: D,

transfer_fee_config_ix = transfer_fee_instruction::initialize_transfer_fee_config(
&ct x. account s. t oken_2022_program key(),

&ct x. account s. m nt . key(),

Some( &ct x. accounts. authority. key()),

Sone( & ee_aut hority_pda),

transfer_fee_basis_points,

mexi mum f ee,

The only way to get this PDA to sign is to call the W t hdr awToFeeManager IX, which requires a initialised
FeeManager Conf i g based on its context.

#[ deri ve(Account s) ]
pub struct WthdrawlToFeeManager<'info> {
#[ account (
seeds = [b"fee_nanager config"],
bunmp = fee_manager _confi g. bunp
)]

pub fee_manager_config: Account<'info, FeeManager Config>,

As a result, once the FeeManager Conf i g has no withdrawals, it will no longer work, so it's not optional.

Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/tesse
ra-token/src/contexts/fee_management.rs#L. 35-L.41

Relevant Code

© 2026 Accretion Labs Pte. Ltd. All Rights Reserved. 7


https://github.com/tessera-lab/tessera-on-solana/tree/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/docs-content/developer/token
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/contexts/fee_management.rs#L35-L41
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/contexts/fee_management.rs#L35-L41

Mitigation Suggestion

We recommend adding a way to allow the PDA to sign on behalf of the authority without requiring the
FeeManager Conf i g to be initialized.

Remediation

Fixed in 73d59a8b643c81a32ad4bc09160a6bae3a9eea74 by updating the documentation.
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‘withdrawal_threshold™ can be bypassed by WONTEIX
ACC-M3 batching withdrawals e ]

Description

The token program implements a safeguard that prevents any caller from transferring more than the fee threshold to
the fee manager.

/11 M ni rum anpbunt of fees (in tokens) that can be withdrawn w thout authority signature
/1l Wthdrawal s above this threshold require authority to sign
pub withdrawal _t hreshol d: u64,

This value is then enforced as a constraint compared to the t ransfer fee confi g. w t hhel d_anount .

l et config = &ctx.accounts.fee_nanager_confi g;

i f w thhel d_anobunt > config.w thdrawal _threshold {
et authority_opt = &ctx.accounts.authority;
require! (authority opt.is_sonme(), ErrorCode:: UnauthorizedWthdrawal);

et authority = authority_opt.as_ref().unw ap();
require! (

aut hority. key() == config.authority,

Er ror Code: : | nval i dAut hority

This value is the current total of fees moved to the mint. The fees are collected to the mint because the caller can pass
an arbitrary list of remaining accounts to the IX, and for each account, har vest _wi t hhel d_tokens_to_m nt is
called, and its withheld tokens are moved to the mint.

This leads to an issue: the caller (who can be anyone) is not required to collect all currently withheld tokens at once.
The attacker can pass only so many remaining accounts so that the sum of their withheld tokens stays below the
threshold. Then he can chain multiple of these X to move significantly more than the threshold without needing an
authority signature. This will allow the attacker to bypass this safeguard completely due to its atomicity.

Location

https://qithub.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/tesse
ra-token/src/instructions/withdraw _fees.rs#L69-L80

Relevant Code
S

Mitigation Suggestion

We recommend implementing a non-atomic system. One solution would be to set a maximum that can be moved
without an authority signature, and then deduct every move from that. This value should then gradually be refilled over
time.

Remediation

Marked as won't fix due to the overhead a mitigation would bring.
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https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/withdraw_fees.rs#L69-L80
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/withdraw_fees.rs#L69-L80

“authority” won't be able to call EXED
ACC-M4 - adminCreateReferralCode’ once it's a multisig _

Description

The documentation describes that, post initialization, the aut hor i t y role should be transferred to a multisig.

1. Primary Authority (Depl oyer)
Description: Root authority with full control over the system

Storage: Referral Config.authority
Capabi lities:

m Initialize referral system (one-tine)

m Update tier percentages

m Update default fee recipient

m Transfer authority to another address (e.g., multisig) <---
m Add/renpove admi ns

m Cannot be renpved fromadnin |ist

m Has all admin privil eges

Security:

Shoul d be transferred to a multisig for production <---
Only authority that can transfer itself
Protected fromrenoval in admin |ist operations

The aut hori t y will also get admin privileges and should be able to call all admin-restricted functions. However, it
cannot call the Admi nCr eat eRef er r al Code instruction if it is a PDA-based multisig due to the following constraint.

#[ account (
init,
payer admi n,
space DI SCRI M NATOR_SI ZE + Ref erral Code: : LEN,
seeds [b"referral _code", normalize_referral _code(&code).as_bytes()],
bunp
)]

pub referral _code: Account<'info, Referral Code>,

The payer constraint requires the admi n to sign a transfer instruction, which a PDA can't do. As a result, any call to
this by the multisig authority will fail.

Location

https://qithub.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/contexts/referral _code.rs#L.43

Relevant Code
/e
Mitigation Suggestion

We recommend implementing the same structure as in Adn nRegi st er Wt hRef err al Code, where a separate
payer signs and is used as the payer for account creation.

Remediation

© 2026 Accretion Labs Pte. Ltd. All Rights Reserved. 10


https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/docs-content/developer/referral/authority-model.md
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/contexts/referral_code.rs#L43
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/contexts/referral_code.rs#L43

Fixed in commit b2bb96b0741954252754ca64e5d497790367193a.

© 2026 Accretion Labs Pte. Ltd. All Rights Reserved.
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Old authority maintains admin privileges after EIXED
ACC-MS5  peino removed | Fxeo |

Description

On creation, the authority of the referral config is pushed into the admin’'s list.

let admn_list = &mut ctx.accounts.adm n_|ist;

adm n_list.admns = vec![ctx.accounts. authority. key()];
adm n_list.bunp = ctx.bunps.adm n_list;

However, when the authority gets transferred, the old authority is not removed from the admin list, letting it retain its
admin privileges.

Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/instructions/initialization.rs#L.147-1. 164

Relevant Code

pub fn update_authority(ctx: Context<UpdateReferral Config> new authority: Pubkey) -> Result<()> {

require! (
new_aut hority != Pubkey::default(),
crate:: ErrorCode: : I nval i dDef aul t Reci pi ent

)

let config = &t ctx.accounts.referral _config;
let old authority = config.authority;

config.authority = new authority;

emt! (AuthorityTransferred {
old_authority,
new_aut hority,
ti mestanp: Cl ock::get()?. unix_timestanp,

1)

Mitigation Suggestion
We recommend removing the old authority from the admins list in case of authority transfer
Remediation

Fixed in commit 73d59a8b643c81a32ad4bc09160a6bae3a9eea74 by removing old authority in authority transfer.
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https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/instructions/initialization.rs#L147-L164
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/instructions/initialization.rs#L147-L164

ACC-M6 Admin can not add/remove other admins

Description

The documentation states that the admin should be able to add/remove other admins.

Description: Del egated authorities for operational nanagenent
St orage: Adm nList.adm ns (up to 10 adm ns)

Capabi lities:
m Add/renove other admins (not primary authority)

However this is actually not possible as the admins can only be added or removed by the aut hori t y due to the
following check.

#[ account (
seeds = [b"referral _config"],
bump = referral _config. bunp,
has_one = authority

)]

pub referral _config: Account<'info, Referral Config>,

#[ account (mut) ]
pub aut hority: Signer<'info>,

Location

https://qithub.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/contexts/admin.rs#L.16-1.24

Relevant Code
/e
Mitigation Suggestion

We recommend adapting the checks to allow admins to also call the 2 functions.
Remediation

Fixed in 73d59a8b643c81a32ad4bc09160a6bae3a9eea74 by updating the documentation.
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https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/docs-content/developer/referral/authority-model.md
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/contexts/admin.rs#L16-L24
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/contexts/admin.rs#L16-L24

ACC-M7 ‘authority” lacks privileges in edge case

Description

The documentation states the following about the aut hori ty role:

Capabi lities:
- I/l Irrelevant
- m Has all admn privil eges

This is also correctly ensured for the authority at the start, as on initialization it is pushed into the admin list.

et admin_list = &mut ctx.accounts.adm n_Iist;
adm n_list.admns = vec![ctx.accounts. authority. key()];
adm n_list.bunmp = ctx.bunps.adm n_li st;

However the problem occurs if the authority gets transferred using updat e_aut hority().

pub fn update_authority(ctx: Context<UpdateReferral Config> new authority: Pubkey) -> Result<()> {

require! (
new_aut hority != Pubkey::default(),
crate:: ErrorCode: : I nval i dDef aul t Reci pi ent

)

let config = &t ctx.accounts.referral _config;
let old authority = config.authority;

config.authority = new authority;

In that case, the config authority is changed, which now allows removing the old one from the admin list, but does not
automatically push the new one into the admin list. As a result, the aut hor i t y will not have admin privileges until it is
manually pushed into the admins list.

Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/instructions/initialization.rs#L.147-1. 164

Relevant Code
—
Mitigation Suggestion

We recommend pushing the new authority into the admins list on transfer of authority.
Remediation

Fixed in commit 73d59a8b643c81a32ad4bc09160a6bae3a9eea74 by updating the admins list on authority
transfer
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https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/docs-content/developer/referral/authority-model.md
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/instructions/initialization.rs#L147-L164
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/instructions/initialization.rs#L147-L164

User can be re-registered breaking immutable

ACC-M8 referral chain

Description

The documentation states the following about the User Regi st r at i on account.

Created: Wien user registers with code
Never Updated: Referral chain is inmutable
Never Cl osed: Permanent record (prevents re-registration)

However, the immutable referral chain is not secured in code. Actually, users can register again after registering and
thus update their Tierl-3 referrers and referral code at will. This is the case because the context sets the

init _if needed constraint for the account. As a result, if it has already been created by the prior registration, the
call will still pass and allow for overwriting of the referrers.

/1l User registration (mnt-agnostic)
#[ account (
init_if_needed,
payer = user,
space DI SCRI M NATOR_SI ZE + User Regi stration: : LEN,
seeds [b"user_registration", user.key().as_ref()],

bunp

)]

pub user _registration: Account<'info, UserRegistration>,

Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/contexts/reqistration.rs#L. 15-1.23

Relevant Code
—
Mitigation Suggestion

We recommend using i nit instead of i nit i f _needed for the UserRegistration. This will prevent re-registrations.
Remediation

Fixed in 73d59a8b643c81a32ad4bc09160a6bae3a9eea74 by updating the documentation.
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https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/docs-content/developer/referral/account-structures.md
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/contexts/registration.rs#L15-L23
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/contexts/registration.rs#L15-L23

ACC-M9 Missing Referrer Registration Check

Description

We found that on Registration, the optional account Ref er r er Regi st rat i on is not checked to be the correct
registration of the referrer. This can lead to miscounting of referrals.

Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/contexts/reqistration.rs#1. 31-1 33

Relevant Code

/1l registration.rs L31-L33
/1] The direct referrer's registration (if they exist in the system

/1l CHECK: This account may not exist if the direct referrer is not registered
pub referrer_registration: Option<Account<'info, UserRegistration>>,

Mitigation Suggestion
Check that, if the account is provided, the r ef errer _regi strati on matches the actual referrer.
Remediation

Fixed in commit 73d59a8b643c81a32ad4bc09160a6bae3a9eea74 by checking the referrer registration matches
the owner.
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https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/contexts/registration.rs#L31-L33
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/contexts/registration.rs#L31-L33

ACC-L1 Token creation won't work for multisigs Low

Description

ThelnitializeMntWthTransferFeeand Wit eTokenMet adat a IX will both require the signer to execute a
transfer instructions. | ni ti al i zeM nt Wt hTr ansf er Fee will do this as part of cr eat e_account and
Wit eTokenMet adat a directly calls the IX on behalf of the user to transfer the missing rent.

anchor _| ang: : system program :transfer(
Cpi Cont ext : : new(
ctx. accounts. system program to_account _i nfo(),
anchor _| ang: : system program : Transfer {
from ctx.accounts.authority.to_account_info(),

to: ctx.accounts.mnt.to_account_info(),
3
)
addi tional _rent,

) ?;

However this will exclude users using multisigs from using the program as PDA based multisigs can't call the transfer
instruction.

Location

https://qithub.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/tesse
ra-token/src/instructions/metadata.rs#L80-L90

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/tesse
ra-token/srcl/instructions/initialize _mint.rs#L 47-1.62

Mitigation Suggestion

We recommend adapting the program to allow a seperate payer account which can be any user provided EOA to call
the transfer while the original user is still used for all other tasks.

Remediation

Fixed in 73d59a8b643c81a32ad4bc09160a6bae3a9eea74 by adding payer accounts to the affected instructions.

© 2026 Accretion Labs Pte. Ltd. All Rights Reserved. 17


https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/metadata.rs#L80-L90
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/metadata.rs#L80-L90
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/initialize_mint.rs#L47-L62
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/initialize_mint.rs#L47-L62

Transfer fee config can be changed without using oW WONTEIX
ACC-L2  he "UpdateTransferFeeConfig™ IX _ _

Description

The Updat eTr ansf er FeeConf i g IX is intended to be used to modify the transfer fee configuration. It performs
sanity checks on the fee's BPS value and emits an event at the end.

val i dat e_basi s_poi nt s(new_t ransf er _f ee_basi s_poi nts) ?;

em t! (Transf er FeeConfi gUpdat ed {
mnt: ctx.accounts.m nt.key(),
aut hority: ctx.accounts.authority.key(),
transfer_fee_basis_points: new transfer_fee_basis_points,
maxi mum f ee: new_naxi mum f ee,
ti mestanp: Cl ock::get()?. unix_timestanp,

The function will effectively call the set _t ransf er f ee function on behalf of the aut hority.

| et update_fee_config_ ix =
anchor _spl : : t oken_2022: : spl _t oken_2022: : extensi on: :transfer_fee::instruction::set_transfer_fee(
&ct x. account s. t oken_2022_program key(),
&ct x. account s. m nt . key(),
&ct x. account s. aut hority. key(),
&1,
new_transfer_fee_basis_points,

new_maxi mnum f ee,
)7

anchor _| ang: : sol ana_pr ogram : program : i nvoke(
&updat e_fee_config_ix,
&
ctx.accounts. mnt.to_account _info(),
ctx.accounts. authority.to_account_info(),

As the user-controlled aut hor ity issetasthetransfer_fee_config_authority directly on the mint, it can also
call this function directly without using the provided one. This will bypass the sanity checks and the event emission.

Location

https://qithub.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/tesse
ra-token/src/instructions/update fee config.rs#L.12

Relevant Code
——
Mitigation Suggestion

We recommend using a PDA as thet ransfer _fee_confi g_aut hority to only allow calling through this endpoint.

Remediation
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Issue was marked as won't fix.
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Some referral codes will revert due to not being
ACC-L3  gerialisable _

Description

The Cr eat eRef err al Code IX is used to create a referral code. The user will pass a raw string of the code. Then the
program will do three steps.

1.Callval i date _referral code() toensure the code is valid and correctly sized 2.
normal i ze_referral code to make it uppercase 3. Callinitialize referral code toinitialize the account

val i date_referral _code() will ensure the following:

pub fn validate_referral _code(code: &str) -> Result<()> {

require! (
code.len() >= crate:: M N_CODE_LENGTH && code. | en() <= crate:: MAX_CODE_LENGTH,
Error Code: : | nval i dCodeFor mat

)i

require! (
code. chars().all (| c| c.is_al phanuneric()),
Error Code: : | nval i dCodeFor mat

)

()

This will check that the (not yet uppercased string) is below the max length and is alphanumeric. The alphanumeric
check ensures that each character is either a letter of any supported alphabet or a number. This is not just the ASCII
alphabet, which is essential. After this, nor mal i ze_ref erral _code will be called to transform the string to
uppercase. This will call the String'st o_upper case function.

/1] Normalizes a referral code to uppercase for case-insensitive nmatching
pub fn normalize_referral code(code: &str) -> String {
code. t o_upper case()

}

This function has its quirks, especially with non-ASCII characters. As one can see from the comment above the
function, some letters, for example, the German (3, get turned into two letters when uppercased.

/1] One character can becone nultiple:
[l

/1] let s = "tschul";

111

/1] assert_eq! ("TSCHUSS"', s.to_uppercase());
TR

This leads to a big problem: the size is checked against the non-uppercase string, and these letter types are allowed
by i s_al phanuneri c() . For example, the referral code 123456789101 would pass because it is exactly 12
characters long. However, once uppercased, it will be turned into 12345678910SS, which is 13 letters long. When the
code is then saved to the account, which is only allocated 12 chars, the write will fail, leading to a panic.

Location

https://qithub.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/instructions/referral code.rs#l.11

Relevant Code
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https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/instructions/referral_code.rs#L11
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/instructions/referral_code.rs#L11

Mitigation Suggestion

We recommend two mitigations depending on the intended behavior:

1. If only ASCII chars are intended, i s_al phanuneri c() can be replaced withi s_ascii _al phanuneric() 2.If
special characters are intended to be supported, we recommend verifying the correct length post the call to
t 0_upper case to ensure correct length afterwards.

Remediation

Fixed in commit c77114e57b4edd6bc0alf ccde216b2a6d3487d8b.
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Missing check for "TierlFee >= Tier2Fee >= oW o
ACC-L4 TiersFee’ _

Description

Theinitialize system() andupdate_confi g() instructions allow the admin to set the three fee tiers.
According to the documentation, the intention is that the fee BPS distributed to the holder decreases with each tier. If
this weren't the case, users could build complex structures to avoid using their own referral code and instead use
another user's referral code that they referred, which would go against the intended behavior of the system.

However, in the current implementation of the two functions, neither checks for this, so it allows setting, for example,
Ti er 2Fee > Ti er 1Fee. Thisis because val i date_ti er percent ages only checks whether each percentage,
as well as their sum, is <= 100%.

Location

https://qithub.com/tessera-lab/tessera-on-solana/blob/9¢c85bf539095acc77d2fc9703b9adb401bfd164b/programs/referr
al-system/src/helpers.rs#l. 58-L75

Relevant Code

[/l Validates tier percentages don't exceed 100% conbi ned

pub fn validate_tier_percentages(tierl: ul6, tier2: ul6, tier3: ul6) -> Result<()> {
val i dat e_percentage(tier1l)?;
val i dat e_per cent age(tier2)?;
val i dat e_percent age(tier3)?;

let total = tierl
. checked_add(ti er2)

.and_t hen(| sunf sum checked_add(tier3))
. ok_or (ErrorCode: : OQverfl ow) ?;

require! (
total <= crate::BASIS_PO NTS_MAX,
Er r or Code: : | nval i dPer cent age

)

&(())

Mitigation Suggestion
We recommend adding a check that ensures that Ti er 1IFee >= Ti er 2Fee >= Ti er 3Fee
Remediation

Fixed in 73d59a8b643c81a32ad4bc09160a6bae3a9eea74 by adding the suggested check.

© 2026 Accretion Labs Pte. Ltd. All Rights Reserved. 22


https://github.com/tessera-lab/tessera-on-solana/blob/9c85bf539095acc77d2fc9703b9adb401bfd164b/programs/referral-system/src/helpers.rs#L58-L75
https://github.com/tessera-lab/tessera-on-solana/blob/9c85bf539095acc77d2fc9703b9adb401bfd164b/programs/referral-system/src/helpers.rs#L58-L75

ACC-LS referral_code_owner” will be registered twice in oW
some cases

Description

When building the referral chain for the new users registration, the process will first set the r ef erral _code_owner
asthetierl referrer.

user _registration.tierl referrer = referral _code_owner;

Then in 2/3 of the following cases it will also setitasthetier2 referrer.

} else {
user _registration.tier2_referrer = referral _code_owner;
user _registration.tier3_referrer = Pubkey::defaul t();

} else {
user _registration.tier2_referrer = referral _code_owner;
user _registration.tier3 referrer = Pubkey::defaul t();

Thisisredundantasiftierl referrer == tier2 referrer thetier2 referrer wil beignored on the fee
distribution.

Location

https://qithub.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/helpers.rs#1.110-L.116

Relevant Code

pub fn build_referral _chai n(
user _registration: &mut UserRegistration,
referral _code_owner: Pubkey,
referrer_registration: Option<&UserRegistration>,
user _pubkey: Pubkey,
) -> Result<()> {
user _registration.tierl _referrer = referral _code_owner;

if let Some(referrer) = referrer_registration {
if referrer.is_active {

require! (
referrer.tierl_referrer != user_pubkey
&% referrer.tier2_referrer != user_pubkey
&% referrer.tier3_referrer ! = user_pubkey,
Er r or Code: : Cannot UseSel f Ref er r al Code

)

user _registration.tier2_referrer referrer.tierl_referrer;

user _registration.tier3_referrer referrer.tier2_referrer;
} else {

user _registration.tier2 referrer referral _code_owner;

user _registration.tier3_referrer Pubkey: : defaul t ();

} else {
user _registration.tier2_referrer = referral _code_owner;
user _registration.tier3_referrer Pubkey: : defaul t ();
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https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/helpers.rs#L110-L116
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/helpers.rs#L110-L116

Mitigation Suggestion

We recommend settingtier2 referrer = Pubkey::default() inthe cases where it currently is set to the
referral code_owner

Remediation

Issue was marked as won't fix.
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Rent paid by user goes to admin in case of admin oW

ACC-L6  |gse

Description

Theref erral _code part of the codebase allows users and the admin to create referral code accounts. In case of a
creation through cr eat e() the user covers the rent for the account (0.0013224 SOL -> 20c at the current SOL price).

pub struct CreateReferral Code<'info> {

#[ account (
init,
payer owner,
space DI SCRI M NATOR_SI ZE + Ref erral Code: : LEN,
seeds [b"referral _code", normalize_referral _code(&code).as_bytes()],
bunp

)]

pub referral code: Account<'info, Referral Code>,

However, when the admin closes the account, which is the only way the account can be closed, the rent is refunded to
the admin instead of the actual paying user.

pub struct Adm nCl oseRef erral Code<'i nfo> {
#[ account (
mut ,
seeds = [b"referral _code", referral _code.code. as_bytes()],
bump = referral _code. bunp,
cl ose = admin

)]

pub referral _code: Account<'info, Referral Code>,

Location

https://qithub.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/contexts/referral code.rs#160-L67

Relevant Code
.
Mitigation Suggestion

We recommend saving a payer variable in the Ref err al Code struct and refunding the rent on closure to that
account. However, it is essential to ensure that this account can't be set to anything other than a normal address,
because if it were, for example, a program account, closure could be blocked that way.

Remediation

Issue was marked as won't fix.
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https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/contexts/referral_code.rs#L60-L67
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/contexts/referral_code.rs#L60-L67

ACC-L7 Incorrect Closure of Accounts LOW

Description

We found that both programs incorrectly close accounts by removing all lamports, and then in the case of closing
Admin List, zeroing out the account data. In the case of closing the fee manager, only lamports are removed. This
means that someone may transfer tokens into the account-to-be-closed in order to revive it. In the case of the fee
manager for example, the program can be made to emit an event that the fee manager has been closed, even though
it may still exist afterward.

Location

https://qithub.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/instructions/admin.rs#L. 14-1 23 https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1clab544fed3
fb099c271e49b40ade0b5a8/programs/tessera-token/src/instructions/update fee manager.rs#l.47-153

Relevant Code

/1] admi n.rs L14-123

| et dest_starting_lanports = authority_info.|anports()
**authority_info.lanmports. borrow nmut() = dest_starting_|lanports
. checked_add(adm n_l i st_info.lanports())
.unwrap();
**adm n_list_info.lanports.borrow nut() = 0

let mut data = admn_list_info.try borrow nut_data() ?;

data.fill (0);

/1] update_fee manager.rs L47-L53

**ctx.accounts.authority.lanports. borrow nmut() = new dest_| anports
**etx

.accounts

.fee_manager _config

.to_account _i nfo()

.lanmports

.borrow mut() =0

Mitigation Suggestion
To properly close accounts, use the anchor cl ose constraint.
Remediation

Issue was marked as won't fix.
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https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/instructions/admin.rs#L14-L23
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/instructions/admin.rs#L14-L23
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/update_fee_manager.rs#L47-L53
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/update_fee_manager.rs#L47-L53

ACC-L8 Program Logs May Be Truncated LowW

Description

We found that the program uses the anchor eni t ! macro to log program events. However, solana logs may be
truncated if the total log size in the same transaction exceeds 10kb. This means that logs may be only printed partially,
or not at all, which can lead to issues in monitoring, debugging, indexing, and compliance.

Location

Every instruction follows this pattern:

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/instructions/initialization.rs#L.133-L 137

Relevant Code

//] initialization.rs L133-L137
em t! (Def aul t FeeReci pi ent Updat ed {
ol d_reci pi ent,

new_reci pi ent: new default_fee_recipient,
updat ed_by: ctx.accounts. authority.key(),

1)

Mitigation Suggestion

To mitigate the issue, use Anchor's emit_cpi! macro instead of the emit! macro for crucial event logs. This will ensure
that logs will be passed as call data, which are not subject to truncation.

Remediation

Issue was marked as won't fix.
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https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/instructions/initialization.rs#L133-L137
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/referral-system/src/instructions/initialization.rs#L133-L137

ACC-L9 TesseraToken ProgramConfig frontrun Low

Description

We found similar to #3 in the Referral Program that in the Tessera Token Program, during the program initialization, an
attacker can frontrun the global initialization, setting themselves as the admin with control over the fee distributer and
configuration updates.

Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/tesse
ra-token/src/instructions/initialize _program_confiq.rs#L 7-L 38

Relevant Code

/1] initialize_programconfig.rs L7-L38
pub fn initialize_program config(
ctx: Context<lInitializeProgranConfig>,
f ee_manager: Pubkey,
wi t hdrawal _t hreshol d: u64,
) -> Result<()> {

val i dat e_f ee_manager (f ee_manager) ?;

| et fee_manager_config = &mut ctx.accounts.fee_nanager_confi g;
f ee_manager _confi g. f ee_manager = fee_manager;

f ee_manager _config.authority = ctx.accounts. authority. key();
fee_manager _confi g. wi t hdrawal _t hreshol d = wi t hdrawal _t hreshol d;

f ee_manager _confi g. bunp = ctx. bunps. f ee_nmanager _confi g;

em t! (ProgranConfiglnitialized {
f ee_manager,
aut hority: ctx.accounts.authority.key(),
wi t hdrawal _t hreshol d,
ti mestanp: Cl ock::get()?.unix_timestanp,

1)

nmsg! (
"Program config initialized: fee_manager={}, threshold={}",
f ee_manager,
wi t hdrawal _t hreshol d

)
ak(())

Mitigation Suggestion

Option 1: Restrict this instruction to be only callable with the signature of the upgrade_authority and the initial admin.
Option 2: Create a hardcoded initial admin.

Remediation

Remediated in 73d59a8b643c81a32ad4bc09160a6bae3a9eea74
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https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/initialize_program_config.rs#L7-L38
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/initialize_program_config.rs#L7-L38

ACC-L10 Fee config snapshots current fee tiers. Low

Description

We found that Sender FeeConf i g snapshots the fee configuration. If the tier configuration changes, old referrals will
not reflect the current configuration.

Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/state/accounts.rs#1. 3-L. 16

Relevant Code

/1l accounts.rs L3-L16
/1l Fee recipient information for distributing fees
#[ deri ve(Anchor Seri al i ze, AnchorDeserialize, Cone, Debug, Partial Eq)]
pub struct FeeRecipientlnfo {
pub reci pi ent: Pubkey
pub split_percentage: ul6

}

/1l Sender-specific fee configuration for nulti-tier referral distribution
#[ account ]
pub struct SenderFeeConfig {

pub sender: Pubkey,

pub fee_recipients: Vec<FeeReci pi ent!|nfo>

pub bunp: u8

Mitigation Suggestion

Instead of storing the spl it _percent age in FeeReci pi ent | nf o, use the index in the f ee_r eci pi ent s field of
the Sender FeeConf i g to dictate the tier level and then use the Ref er r al Conf i g to look up fee tier ratios.

Remediation

Issue was marked as won't fix.
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ACC-L11 Frontruning of Referral Program Initialization.

Description

We found that the referral system can be frontrun during protocol initialization. An attacker can monitor the chain for
program deployment from the initialization with their own transaction, setting themselves as the admin with control over
tier split percentages, fee recipient and admin list.

Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/instructions/initialization.rs#L 7-L61

Relevant Code

/1] initialization.rs L7-L61

pub fn initialize_system
ctx: Context<InitializeReferral Systenp,
defaul t _fee_recipi ent: Pubkey,
tierl_split_percentage: ul6,
tier2_split_percentage: ul6,
tier3_split_percentage: ul6,

) -> Result<()> {

require! (
default_fee_recipient != Pubkey::default(),
crate:: ErrorCode:: I nval i dDef aul t Reci pi ent

)

val i date_ti er_percent ages(
tierl split_percentage,
tier2_split_percentage,
tier3_split_percentage,
)7
let referral _config = &mt ctx.accounts.referral _config;
referral _config.authority = ctx.accounts. authority. key();
referral _config.default_fee_recipient = default_fee_recipient;
referral _config.tierl_split_percentage tierl_split_percentage;
referral _config.tier2_split_percentage tier2_split_percentage;
referral _config.tier3_split_percentage = tier3_split_percentage;
referral _config. bunp = ctx. bunps.referral _config;

et admin_list = &mut ctx.accounts.adm n_Iist;
adm n_list.admns = vec![ctx.accounts. authority. key()];
adm n_list.bunmp = ctx.bunps.adm n_Ii st;

nsg! (
"Referral systeminitialized with authority: {}",
ctx. accounts. aut hority. key()
)i
meg! ("Default fee recipient: {}", default_fee_recipient);
msg! (
"Tier 1 split: {}",
basi s_points_to_percentage(tierl split_percentage)
NE
msg! (
"Tier 2 split: {}",
basi s_points_to_percentage(tier2_split_percentage)
)i
msg! (
“"Tier 3 split: {}",
basi s_points_to_percentage(tier3_split_percentage)
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)

msg! (
"Admin list initialized with {} as the first adm n",
ctx.accounts. aut hority. key()

)
ak(())

Mitigation Suggestion

Option 1: Restrict this instruction to be only callable with the signature of the upgrade_authority and the initial admin.
Option 2: Create a hardcoded initial admin.

Remediation

Remediated in 73d59a8b643c81a32ad4bc09160a6bae3a9eea74
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ACC-11  Incorrect check for set metadata

Description

The Wi t eTokenMet adat a instruction includes a check that currently doesn't do anything.

if let Ck(nmetadata_pointer) = mnt.get_extension::<MetadataPointer>() {
| et metadat a_address: Option<Pubkey> = netadata_poi nter. met adat a_address.into();

i f metadata_address.is_sone() {

msg! ("Warni ng: Metadata pointer is set. This nmint may al ready have netadata.");

However, the comments indicate that this check should be used to revert in the future. This leads to an issue as the
net adat a_addr ess will always be Sone as it is set when creating the mint by calling
met adat a_pointer_instruction::initialize.

| et metadata_pointer_ix = netadata_pointer_instruction::initialize(
&ct x. account s. t oken_2022_pr ogr am key(),
&ct x. account s. m nt . key(),
Sone( ct x. accounts. authority. key()),

Sone( ct x. accounts. m nt. key()),
)2

i nvoke( &ret adat a_poi nter i x, & ctx.accounts.mnt.to_account_info()])?;

As a result, the clause will always trigger and potentially block metadata creation in future versions.
Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/tesse
ra-token/src/instructions/metadata.rs#L.35-1L46

Relevant Code
—
Mitigation Suggestion

We recommend removing the check as it will always be true.
Remediation

The issue has been fixed in 73d59a8b643c81a32ad4bc09160a6bae3a9eea74 by removing the metadata check.

© 2026 Accretion Labs Pte. Ltd. All Rights Reserved. 32


https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/metadata.rs#L35-L46
https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1c1a544fed3fb099c271e49b40a4e0b5a8/programs/tessera-token/src/instructions/metadata.rs#L35-L46

Both documentations are bloated and include the
ACC-12 same content 2-4x _

Description

For both programs, documentation is included in the docs- cont ent folder. While there is a significant amount of text
and four files per program, a large portion of the text across the files overlaps, and most of it is outdated. As a result,
the duplicate content is sometimes read four or more times while reading through the documentation. Additionally, the
files also include parts that do not fit with their intended content.

Location
https://github.com/tessera-lab/tessera-on-solana/tree/8ff55d1cla544fed3fb099c271e49b40ade0b5a8/docs-content
Relevant Code
.
Mitigation Suggestion

We recommend rewriting the documentation to reduce bloat and outdated information significantly.
Remediation

Issue was marked as won't fix.
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ACC-I3 Incorrect documentation of ‘'update_fee_manager

Description

The documentation of updat e f ee nanager states the following:

#### " updat e_f ee_manager®
**Authority**: Primary Authority
**Val i dation**: Authority rmust match mint's transfer fee config authority
**Behavi or **:
- Update: Sets new fee manager or threshold
- Cose: If both paraneters are "None', closes config account
**Event s**: " FeeManager Updated’, " FeeManager Confi gC osed’
**Note**: Closing config neans fees can only be wi thdrawn using native Token-2022 authority

However actually new wi t hdr awal _t hr eshol d can never be None as it is not an option and the function also still
closes the account even if it is not None.

pub fn update_fee_ manager (
ctx: Cont ext <Updat eFeeManager >,
new_f ee_manager: Opti on<Pubkey>,
new_wi t hdrawal _t hreshol d: u64,

) -> Result<()> {

Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/tesse
ra-token/src/instructions/update_fee_manager.rs#L8-163

Relevant Code
—
Mitigation Suggestion

We recommend adapting the documentation to describe the actual behavior of the code.
Remediation

Issue was marked as won't fix.
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ACC-14 Incorrect decimals enforced on mint

Description

The documentation states that newly deployed mints should only be able to have 0-9 decimals.

#### “initialize_mnt_with transfer_fee’

- **Authority**: Any signer

- **Validation**:
- “decimals’: 0-9 (enforced)
- “transfer_fee_basis_points': 0-10,000 (enforced)
- “maxi mum fee': any value (0 = no cap)

When a new mint is deployed, the val i dat e_deci nal s function is used to ensure this.

/1] Validates that decimals is within acceptable range (0-18)

pub fn validate_deci mal s(deci mals: u8) -> Result<()> {
require! (deci mal s <= MAX_DECI MALS, Error Code:: | nvali dDeci nal s);
&(())

When looking at MAX_DECI MALS one can see that it is defined as 18 instead of 9

pub const MAX_DECI MALS: u8

This allows users to deploy mints with more decimals than intended as based on the documentation.
Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/tesse
ra-token/src/helpers.rs#L.16-1.20

Relevant Code
.|
Mitigation Suggestion

We recommend changing MAX_DECI MALS to 9
Remediation

Fixed in 73d59a8b643c81a32ad4bc09160a6bae3a9eea74 by updating the documentation.
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ACC-I5 Mint creation can be DOSd

Description

Ininitialize mnt with transfer fee,the mintis created using the creat e _account system instruction.

rent = Rent::get()?;

| amports = rent. m ni mrum bal ance(space);

create_account _ix = system.instruction::create_account (
&ct x. account s. aut hority. key(),

&ct x. account s. m nt . key(),

| anports,

space as u64,

&ct x. account s. t oken_2022_pr ogr am key(),

)

i nvoke(
&cr eat e_account _i X,
&
ctx.accounts. authority.to_account_info(),
ctx.accounts. mnt.to_account_info(),
ctx.accounts. system programto_account _i nfo(),
Il

) ?;

Unfortunately, this function has a bug that allows an attacker to block all account creation through it. Looking at the
implementation of cr eat e_account, one can see that it returns an error if the account holds any lamports.

fn create_account (
from account _i ndex: | ndexOf Account,
t o_account _i ndex: | ndexCOf Account,
to_address: &Address,
| anmports: u64,
space: u64,
owner: &Pubkey,
si gners: &HashSet <Pubkey>,
i nvoke_context: &l nvokeCont ext,
transacti on_context: &Transacti onCont ext,
instruction_context: & nstructionContext,
) -> Result<(), InstructionError> {

{
let mut to = instruction_context
.try_borrow_ i nstruction_account (transaction_context, to_account_index)?;
if to.get lanports() > 0 {
ic_nmsg! (
i nvoke_cont ext,
"Create Account: account {:?} already in use",
t o_addr ess
)i
return Err(SystenError::Account Al readyl nUse.into());
}

al | ocate_and_assign(&mut to, to_address, space, owner, signers, invoke context)?;

As a result, an attacker can block the mint's creation if they have prior knowledge of the address to which it will be
deployed. This could be through public announcements or, if the deployer uses a private node, by an attacker
monitoring traffic. In that case, the attacker can send the required rent for an account of size 0 to the account, and all
creation attempts will be blocked.

Location
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https://qithub.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/tesse
ra-token/src/instructions/initialize_mint.rs#L47-L53

Relevant Code
/e
Mitigation Suggestion

We recommend using assi gn, transfer and al | ocat e instead of cr eat e_account.
Remediation

Issue was marked as won't fix.
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ACCIE Oversized "SenderFeeConfig™ leads to

unnecessary rent cost

Description

The Sender FeeConf i g account is initialized with a size that allows the f ee_r eci pi ent s vector to include up to 10
entries for fee recipients.

/1l Sender-specific fee configuration for nmulti-tier referral distribution
#[ account ]
pub struct SenderFeeConfig {

pub sender: Pubkey,

pub fee_recipients: Vec<FeeReci pi entl nfo>,

pub bunp: u8,

}

i npl  Sender FeeConfig {

pub const LEN: usize = 32 + 4 + (32 + 2) * crate::constants:: MAX_FEE RECI Pl ENTS + 1;

However, when looking at what gets put into this vector (the f ee_r eci pi ent s returned by
buil d fee recipients()),we can see that the maximum number of fee recipients that get pushed into this vector
is 4.

1. Tier 1 fee recipient 2. Tier 2 fee recipient 3. Tier 3 fee recipient 4. Default fee recipient

So, initializing the account for a vector with 10 entries is a waste of space and leads to an unnecessary rent cost of 20c
per account.

sol ana rent 181
Rent - exenpt m ni nrum 0. 00215064 SOL

sol ana rent 385
Rent - exenpt m ni nrum 0. 00357048 SOL

/] Difference = 0.00141 SOL -> 0.00141 * $144 -> $0. 20

Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/state/accounts.rs#L 23

Relevant Code
.|
Mitigation Suggestion

We recommend adapting the constant to this:

/1] Maxi mum nunber of fee recipients

pub const MAX_FEE_RECI Pl| ENTS: usize = 4;
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Remediation

Issue was marked as won't fix.
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Admin may close areferral code and user may
ACC-IT reinitialize it _
Description

We found that an admin may close a referral code, and then another user may reinitialize a new referral code at the
same address or referral code of the closed code. This may lead to unintended consequences like incorrect referral
counting.

Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/contexts/referral_code.rs#L60-L74

Relevant Code

/1l referral _code.rs L60-L74
pub struct Adm nCl oseRef erral Code<'info> {
#[ account (
mut ,
seeds = [b"referral _code", referral _code.code. as_bytes()],
bump = referral _code. bunp,
cl ose = admin

)]

pub referral _code: Account<'info, Referral Code>,

#[ account (seeds = [b"admi n_list"], bunmp = admi n_list.bunp)]
pub admi n_list: Account<'info, Adm nList>,

#[ account (mut) ]
pub admi n: Signer<'info>,

Mitigation Suggestion

One option is to include the referral code owner's pubkey in the referral code pda derivation address. Another is to not
allow closure of referral codes after they have been used already.

Remediation

Fixed by adding the owner key to the referral PDA 73d59a8b643c81a32ad4bc09160a6bae3a9eea74.
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ACC-I8 Referrer tier list can be overwritten and contains

double record

Description

We found that the Referral chain assigns referral code owner to tierl and tier2 as a fallback if no referrer user
registration was passed. If re-registration occurs, the original tier 1 referrer is lost.

Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40ad4e0b5a8/proarams/referr
al-system/src/helpers.rs#1.110-L116

Relevant Code

/1l helpers.rs L110-L116
user _registration.tier2_referrer referral _code_owner;
user _registration.tier3 referrer Pubkey: : defaul t ();

}

} else {
user _registration.tier2 referrer referral _code_owner;
user _registration.tier3_referrer Pubkey: : defaul t ();

Mitigation Suggestion

By default, move all referrers on tier down and overwrite tier 2 and tier 3 only when a referral user registration was
passed.

Example:

user _registration.tier3 referrer user _registration.tier2 referrer;
user _registration.tier2_referrer user _registration.tierl referrer;
user _registration.tierl_referrer referral _code_owner;

if let Some(referrer) = referrer_registration {
if referrer.is_active {

require! (
referrer.tierl_referrer != user_pubkey
&% referrer.tier2_referrer != user_pubkey
&% referrer.tier3_referrer ! = user_pubkey,
Er r or Code: : Cannot UseSel f Ref er r al Code

)

user _registration.tier2_referrer referrer.tierl_referrer;
user _registration.tier3_referrer referrer.tier2_referrer;

Remediation

Remediation in 73d59a8b643c81a32ad4bc09160a6bae3a9eea74
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Modification after Validation in Create Referral
INFO WONTFIX
accle  Modl o ] o]

Description

We found that during the creation of a referral code, the program first validates constraints of the code and then
"normalizes" it by uppercasing the code string. However, with UTF-8, codepoints do not always have their uppercase
characters in the same byte stride as ASCII characters. For instance, the Greek character iota " m " codepoint "\u0390"
expands from 2 bytes in its lowercase variant to 6 bytes in its upper case variant. The impact of this is largely mitigated
by Anchor not being able to serialize the struct back into the Account, which will cause the transaction to fail.

Location

https://github.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/referr
al-system/src/instructions/referral_code.rs#L8-1.12

Relevant Code

/1l referral _code.rs L8-L12
val i dat e_ref erral _code( &ode) ?;

| et normalized_code = nornualize_referral _code(&code);

Mitigation Suggestion
Validate the referral code after the permutation takes place.
Remediation

Issue was marked as won't fix.
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ACC-110 FeeManager ATA is not owner validated

Description

We found that during the wi t hdraw t o _fee nanager, the f ee_nmanager ATA is not ownership validated. While
the recalculation will produce the correct ATA, the f ee_nanager could have transferred the ownership of the token
account to someone else. This someone else would then receive the fees. This could for example happen in either an
offchain attack or a malicious fee manager trying to steal fess.

Location

https://qithub.com/tessera-lab/tessera-on-solana/blob/8ff55d1cla544fed3fb099c271e49b40a4e0b5a8/programs/tesse
ra-token/src/instructions/withdraw _fees.rs#L83-L98

Relevant Code

/1] wthdraw fees.rs L83-L98
| et fee_manager_ata = get_associ at ed_t oken_address_wi t h_program i d(
&confi g. f ee_manager,
&m nt _key,
&ct x. account s. t oken_2022_pr ogr am key(),

)

require! (

fee_manager_ata == ctx.accounts. fee_manager_ata. key(),
Er r or Code: : I nval i dReci pi ent

require! (
ctx. accounts. fee_manager _ata.data_len() > O,
Er r or Code: : FeeManager At aNot Found

Mitigation Suggestion
Vaidate the ATA to belong to the f ee_nanager
Remediation

Issue was marked as won't fix.
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APPENDIX

Vulnerability Classification

We rate our issues according to the following scale. Informational issues are reported informally to the developers and
are not included in this report.

Severity Description

Vulnerabilities that can be easily exploited and result in loss of user funds, or directly violate the protocol's

Critical . . . L. .
integrity. Immediate action is required.

Vulnerabilities that can lead to loss of user funds under non-trivial preconditions, loss of fees, or permanent
High denial of service that requires a program upgrade. These issues require attention and should be resolved in
the short term.

Vulnerabilities that may be more difficult to exploit but could still lead to some compromise of the system's
functionality. For example, partial denial of service attacks, or such attacks that do not require a program
upgrade to resolve, but may require manual intervention. These issues should be addressed as part of the
normal development cycle.

Medium

Vulnerabilities that have a minimal impact on the system's operations and can be fixed over time. These
Low issues may include inconsistencies in state, or require such high capital investments that they are not
exploitable profitably.

Findings that do not pose an immediate risk but could affect the system's efficiency, maintainability, or best

Informational .
practices.

Audit Methodology

Accretion is a boutique security auditor specializing in Solana's ecosystem. We employ a customized approach for each client,
strategically allocating our resources to maximize code review effectiveness. Our auditors dedicate substantial time to developing a
comprehensive understanding of each program under review, examining design decisions, expected and edge-case behaviors,
invariants, optimizations, and data structures, while meticulously verifying mathematical correctness—all within the context of the
developers' intentions.

Our audit scope extends beyond on-chain components to include associated infrastructure, such as user interfaces and supporting
systems. Every audit encompasses both a holistic protocol design review and detailed line-by-line code analysis.

During our assessment, we focus on identifying:
« Solana-specific vulnerabilities

* Access control issues

« Arithmetic errors and precision loss

« Race conditions and MEV opportunities

« Logic errors and edge cases

« Performance optimization opportunities

« Invariant violations

« Account confusion vulnerabilities

* Authority check omissions

» Token22 implementation risks and SPL-related pitfalls
« Deviations from best practices

Our approach transcends conventional vulnerability classifications. We continuously conduct ecosystem-wide security research to
identify and mitigate emerging threat vectors, ensuring our audits remain at the forefront of Solana security practices.
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